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1. Introduction 

The Department of Finance, Construction and Procurement Delivery (CPD) intends to establish a collaborative Framework Agreement (Framework) for the provision of a Qualified Security Assessor (QSA) services within Northern Ireland on behalf of Northern Ireland Civil Service (NICS) Departments, Agencies and Non-Departmental Public Bodies and other Participating Bodies (Clients), see Schedule 4 of the Framework Terms and Conditions for a list of these bodies. These services are required to help assist the Clients achieve and maintain Payment Card Industry Data Security Standards (PCI DSS) compliance.

Please note the list in Schedule 4 of the Framework Terms and Conditions has been compiled of all users who have been engaged with to ascertain estimated usage and values. The potential value of the Framework has been devised through engagement with the beneficiaries and best endeavours have been made to include all users who have indicated they anticipate spending through this Framework during its lifetime. 

Additional public bodies to those listed in Schedule 4 of the Framework Terms and Conditions may choose to participate in this Framework at any time as a Client. 

Throughout the lifetime of the contract CPD reserves the right to add participating bodies for example where a new body is formed / renaming of an existing body, new legislation requires an existing body to commence collecting funds not know at the inception of the Framework or indeed where duties are transferred between bodies.

2. Background 

At present Client currently accept and process card payments via various payment methods which includes but is not limited to telephone, face to face and internet payments. The infrastructure supporting card transactions and related reconciliations is complex and maintained by IT Assist multiple external Suppliers. 

IT Assist, being a shared service function and part of the Department of Finance, are responsible for the support and management of the Core IT Infrastructure Hardware platforms for NICS core departments (including Department of Justice organisations), to NDPBs and ALBs and to wider Public Sector organisations.  This environment includes the IT Assist Private Cloud environment, Public Cloud environments, Public Sector Shared Data Centres, the network, Voice Storage and server infrastructure and equipment. This command is also responsible for the implementation, support and management of the NICS IT security infrastructure including firewalls, Secure Remote Access and Internet connectivity.

Clients currently receive Payment Acceptance / Merchant Acquiring Services predominately from Worldpay. 

Clients range between PCI DSS merchant Level 2 to Level 4. At present there are no clients that fall into the categorisation of Level 1.

3. Duration of the Framework & Call Off Contracts

This framework will be for a period of 4 years, which will allow Clients to establish contracts with the  Supplier to provide the services required.

Contracts will be awarded to the Supplier, following award of the Framework, on a Call-Off basis.   
The charges for the services for any Client under a Call Off Contact must not exceed the charges as detailed in Annex 3 of the Short Form Contract. 

4. Qualified Security Assessor (QSA) 

The Supplier must be an independent data security firm that has been qualified by the PCI Security Standards Council (the Council) to validate an entity’s adherence to PCI DSS. 

The Supplier’s QSA employees must have satisfied and continue to satisfy all QSA requirements to perform PCI DSS assessments, including certification and re-certification as required by the Council. It is also important that QSAs maintain an up-to-date knowledge of PCI DSS updates and changes, cybersecurity trends, regulatory changes and any other relevant changes.

The Supplier and it’s QSA certified employees must be on the Council’s list of approved companies as published on the Council’s website https://www.pcisecuritystandards.org/assessors_and_solutions/qualified_security_assessors.

5. Scope of Contract 

As and when required, the Supplier shall work with the Client to provide advice and guidance in regard to achieving and maintaining PCI DSS compliance, in the main currently via the Worldpay Safer payments portal.

It should be noted that Clients means of receiving payments and infrastructure will differ and as such each call off contract will be tailored to meet the Clients specific needs. That said many of the issues being encountered may be of a similar nature and experience and resolutions are to be shared between Clients. As such it is important that a limited number of QSA’s are provided to deliver the requirements to ensure shared learning is maximised.

Whilst not exhaustive, Clients may request the following services :
· provide support and guidance during the compliance process including interpretation of requirements applicability and implementation
· be online / onsite for the duration of the assessment as required 
· adhere to the PCIDSS Security Assessment Procedures 
· validate the scope of the assessment 
· advise on the application of, documentation of and evaluation of compensating controls
· produce the final report (s) e.g. SAQs, AOC’s, CCW’s etc
· provide ongoing support, training and advice to Clients on an ad hoc basis over the duration of the contract 
· perform a PCI DSS security assessment of the MoJ cardholder data environment, report on findings and provide recommendations on remedial action to be taken to work towards achieving PCI DSS compliance based on the current PCI standards requirements as published on the PCI DSS council’s website at https://www.pcisecuritystandards.org/pci_security/maintaining_payment_security 
· analyse and review policies and procedures to identify existing gaps and risks that may lead to non-compliance with PCI DSS
· examine the compliance of system components and networks that are in scope following the testing procedures for each PCI DSS requirement listed as published at https://www.pcisecuritystandards.org/pci_security/maintaining_payment_security
· provide advice on the use of the prioritised approach and achievement of milestones 1 to 6 (as per the PCI DSS Council checklist)
· provide ad-hoc advice on the impact of changes to PCI DSS requirements and actions required to remain compliant
· review and analyse data and evidence from quarterly network scans, penetration testing and other security reports
· assistance in creating an FAQ document to share lessons learnt 
· providing an update on status of attainment 
· review third party supplier documentation as it pertains to PCI DSS


6. [bookmark: _Hlk219899058]Management and Administration 

[bookmark: _Hlk219899117]The Supplier shall appoint a contract manager who will be responsible for service delivery and act as a point of contact for the framework contract manager and the nominated representative for each Buyer that enters into a Call-Off Contract.  

7. [bookmark: _Hlk219898953]Management Information

The Supplier must submit Framework management information to CPD on a quarterly basis.

Management Information will also be required in relation to each Call Off Contract. In this instance each entity that enters into a Call Off Contract will discuss and agree any management information required. The content, format and style may be amended throughout the contract as required to suit specific needs. Typical management information required, by Clients must include, but is not restricted to: 
a) name of Client;
b) overview of work undertaken;
c) number of days work completed per month per Client;
d) charges applied per Client;

8. [bookmark: _Hlk219971126]Performance Management 

Entities that enter into a Call Off Contract will be responsible for their own daily contract management. If the issue cannot be resolved at this level, it should be escalated to CPD for intervention and resolution.
[bookmark: _Hlk219973294]Supplier performance across the framework will also be monitored annually using the supplier assessment form (CMO1 form provided at Annex A). This form will be issued to those entities availing of the framework and will be collated by CPD. An annual meeting will take place with CPD and the Supplier to review performance of the framework and an oversight of the collated performance review forms will be issued to the supplier in advance of any such meeting.  

9. Fair Work

[bookmark: _Hlk149561164]On 5 July 2021 the Northern Ireland Executive approved a revised policy on Scoring Social Value. The policy is set out in Procurement Policy Note 01/21 - Scoring Social Value.  This new policy requires, from the 1 September 2021, the following requirements to be incorporated into all government contracts: 

· compliance with relevant employment, equality and health and safety law and human rights standards; 
· adherence to relevant collective agreements; and 
· adoption of fair work practices for all workers engaged in the delivery of the contract.

There is a growing body of evidence about the importance of fair work practices and its impact on employees, employers and economic performance. Fair work plays a key role in supporting the positive behaviours and attitudes of employees that can lead to improved business performance, innovation and productivity, and can lead to better quality jobs.

Fair work practices should be respected by Suppliers that deliver public contracts, including sub-contractors.  Suppliers should be able to demonstrate that they are good employers who have policies that adopt fair work practices for all workers engaged on delivering the contract.  

The Executive is committed to the delivery of high-quality public services and recognises that this is critically dependent on a workforce that is well rewarded, well-motivated, and has access to appropriate opportunities for training and skills development.
In order to ensure the highest standards of service quality in this contract we expect Suppliers to take a similarly positive approach to fair work practices. 

10. Social Value 


From 1 April 2025, DoF require contractors to develop a staff well-being framework to ensure staff have access to appropriate support and well-being services, see DoF Social Value Strategy page 16. The Supplier must have this is place no later than 6 months from the award of the Framework. 




Annex A : Supplier’s Performance Assessment (CMO1)Scale of Satisfaction    
9 or 10 = outstanding 
7 or 8  = more than satisfactory to good (minor mistakes but not serious)
5 or 6  = acceptable (some problems may need resolved)
3 or 4  = poor (needs increased monitoring) (Contractor  informed verbally)
0, 1 or 2  = unsatisfactory (Supplier  informed in writing)



Contract title:   …………………………….        	                             Organisation…………………………….

	Value of Contract 
	£

	Spend to date
	£



Monitoring Period  - 6 months				    Supplier............................................
	    Ref.
	CATEGORY
	Weighting
	Scale of
Satisfaction
	Weighted Score
	COMMENTS  as  appropriate
(use back of sheet if necessary )

	
	 COMPLETION
	
	
	
	

	1
	Delivery of a high quality service
	10
	
	
	

	2
	Timely delivery of services 
	10
	
	
	

	3
	Knowledge sharing 
	10
	
	
	

	4
	Ease of Contact / Resolution of Queries
	10
	
	
	

	
	FINANCE and ADMINISTRATION
	
	
	
	

	5
	Accuracy of Invoices / Standard of Documentation
	10
	
	
	

	6
	Only staff approved to work on the contract are charged under the invoices
	10
	
	
	

	7
	Costs in line with tendered rates 
	10
	
	
	

	
	Total Score out of 70
	
	



Name of Person Completing Assessment...........................................    Date ........................................       Telephone No................................
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