
    

 
 

 

    
    

  

      
     

     
    

  

    
     

     
     

   
    

    
   

   
  

    
   

    

              
        

      
      

    
    

      
       

       
 

    

  
 

       
       

      
      

     
        

   

     
    

      
     

    

  
 

    
     

     
     

    
  

   
    

    
  

    
  

     
   

  

     
     
    

    

  
 

  

  
 

  

  
 

  
    

                                   
   
  

    

   
   

   
   

   
  

 

 

  

 

     
      

     
   

   
     

     
 

    
  

      

     
     

    
     

  

  

Data Breach Incident Reporting Process 

Responsibility / 
Handoff 

ProcessControl 

All mand atory fields on 
Data Breach Report Fo rm 

must be completed 

Incid ent is reported to W histl by 
Cus tomer o n data breach report 
fo rm. Rep ort should be sent to 

Cus tomer Service copying in Contract 
Manager & Acco unt Manager 

Whistl ackn owled gement email sent 
within 2 working hou rs with req uest 
fo r any further in formation needed 

fo r investigation & to con firm person 
respon sib le for overseeing inciden t 

(Acco unt Manager or C ontract 
Manager) . The clients central email 

address sho uld be copied in. 

Cus tomer o r Wh is tl 
Cus tomer Service 
Rep resen tative 

Whistl Customer Service to 
review intern al investigation 
with Depot on Root Cause & 

Corrective Actions 

Definition of Data Breach Incident 
Where an item o f mail is or will po tentially 
be received b y someone other than the 

recipient or sender. This includ es incidents 
where the return ad dress has been 

inco rrectly sprayed, items have been 
inco rrectly processed o r invoiced resulting in 
an incorrect retu rn add res s b eing applied or 

an item has been sent to the incorrect 
collection p oint. 

Incident is identified by Whistl 

Whistl Customer 
Service Rep resen tative 

All emails must have th e High 
Importance Flag. Subject of all 

emails will read Data Breach 
Incident Report followed by Date. 
The unique reference number will 
be added to the subject once it has 

been entered onto CRM. 

Within 24 hou rs Wh istl will co nfirm 
descrip tion of incident detailing 

known or expected impact o n data 
breach report form & retu rn to 
cu stomer & their central email 

address. 

Whistl Customer 
Service Rep resen tative 

Contract Manager (or Acco unt 
Manager in th eir ab sence) will sign 

off Incident Details & Impact 
section of Data Breac h Report form. 

Within 48 hou rs Whistl will 
confirm root cause & 

co rrective action s on Data 
Breach Report Form & retu rn 
to customer includ in g their 

cen tral email address 

Whistl Customer Service to 
investigate incident d etails & 
known or potential impact. 

Con tract Manager is 
respon sib le for overseeing 

investigation. 

Depot Manager (or Supervisor in 
their absence) will sign off Root 

Caus e & Corrective Actions s ection 
of Data Bre ach Rep ort form. 

Whistl Customer 
Service Rep resen tative/ 
Whistl Contract 
Manager 

Whistl Customer 
Service Rep resen tative/ 
Whistl Depot Manager 

Whistl Customer 
Service Rep resen tative 

Contact Details 
Customer Service : cs-ni@whistl.co.uk 
Contract Manager: Adrian McGreevy 

adrian.mcgreevy@whistl.co.uk 07990 568278 
Account Manager: allison.sloan@whistl.co.uk or dermot.coey@whistl.co.uk 

Customer Service Hours: 09.00 – 17.00 Mon - Fri 

Whistl Customer Service to 
escalate to Depot fo r 

investigatio n on Roo t Caus e 
and Corrective Actions. 

Con tract Manager is 
respon sib le for overseeing 

investigatio n. 

Day 0 

2 Working Hrs 

24 Hrs 

48 Hrs 

2 - 24 Hrs 

24 - 48 
Hrs 

Whistl rep orts incid ent to Cu sto mer 
on Data Breach Report form within 2 

hou rs o f incident being notified 
co nfirming person respo nsible for 

overseeing incident (Acco unt 
Manager or Con tract Man ager). The 
clients central email address sho uld 

be co pied in. 

36 Hrs 

Whistl to contact customer 
with progress upd ate 

includ in g their central email 
address 

Whistl will produce a mo nthly 
summary of data b reach incidents 

with root caus e an d 
recommendations for both s ides to 

avoid future occurrences 

Whistl Customer 
Service Rep resen tative 
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