Control

Data Breach Incident Reporting Process

Process

whistl

Responsibility /
Handoff

All mandatory fields on
Data Breach Report Form
must be completed

All emails must havethe High
Importance Flag. Subjectofall
emails will read Data Breach
Incident Report followed by Date.
The unique reference number will
be added to the subject once it has
been entered onto CRM.

Contract Manager (or Account
Manager in theirabsence) will sign
off Incident Details & Impact
section of Data Breach Report form.

Depot Manager (or Supervisor in
their absence) will sign off Root
Cause & Comective Actions section
of Data Breach Report form.

Whistl will produce a monthly
summary of databreach incidents

with root causeand
recommendations for both sides to
avoid future occurrences

Day 0

Definition of Data Breach Incident
Where an item of mail is or will potentially
be received by someone otherthan the
recipient or sender. This includesincidents
wherethe return address has been
incorrectly sprayed, items have been
incorrectly processed orinvoiced resultingin
an incorrect retum addressbeingapplied or
an item has been sent to the incorrect

collection point.

Incident is reported to W histl by
Customer on data breach report
form. Reportshould be sentto
ustomer Service copying in Contrac
Manager & Account Manager

A 4

Incident is identified by Whist!

A

2 Working Hrs

2-24Hrs

24 Hrs

36 Hrs

48 Hrs

Whistl ackn owled gement email sent
within 2 working hours with request
forany further information needed
forinvestigation & to confirm person
responsible for overseeing incident
(Account Manager or Contract
Manager) . The clients central email

Whist| reports incident to Customer
on DataBreach Report form within 2
hours of incident being notified
confirming person respo nsible for
overseeingincident (Account
Manager or Contract Manager). The
clients central email address should

address should be copied in.

be copied in.

hist| Customer Service t
investigate incident d etails
known or potential impact.
Contract Manager is
responsible for overseeing
investigation.

Within 24 hours Whistl will confirm
description of incident detailing
known or expected impacton data
breach report form & retum to
customer & their central email
address.

Whistl to contact customer
with progress upd ate
including their central email
address

v

Within 48 hours Whistl will
confirm root cause &

correctiveactionson Data | ¢

histl Customer Service t:
escalateto Depot for
investigation on Root Cause
and Cormrective Actions.
Contract Manager is
responsiblefor overseeing
investigation.

< CustomerorWhistl

Customer Service
Representative

% Whistl Customer
Service Representative

i— Whist| Customer
Service Representative

& Whistl Customer
Service Representative/
Whistl Contract
Manager

Whistl Customer Service to

review intemalinvestigation
with Depoton Root Cause &
Corrective Actions

Breach Report Form & retum
to customer including their
central emailaddress

Contact Details

Customer Service : cs-ni@whistl.co.uk
Contract Manager: Adrian McGreevy
adrian.mcgreevy@whistl.co.uk 07990 568278
Account Manager: allison.sloan@whistl.co.uk or dermot.coey @whistl.co.uk
Customer Service Hours: 09.00 — 17.00 Mon - Fri

i‘ Whist| Customer

Service Representative/
Whistl Depot Manager

i‘ Whistl Customer
Service Representative

[ ] .

X Whistl Customer
Service Representative

XXX XXX.V.X
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