ANNEX A
FOI DOF/2023-0440
Request

Thank you for your response to my FOI request DOF/2023-0339 on September 25th.
While | appreciate you have sent me some information, you have not sent me the
Microsoft Licensing Statement that | requested. You have sent me what is only the
licensing summary from the MLS. This has obviously been obtained from the MLS
but | need the excel document of the MLS, in order to do a full review and
understand how the department has been historically licensed.

Response

In relation your previous FOI request, we apologise that our previous response did
not meet your requirements. | can confirm that Digital Operations (DO) in the
Department of Finance holds the information that you have requested, however
some of the information is covered by a FOI exemption, further information is
provided below. Appendices 1-9 (see table below) are attached to this email
response.

Reference Title

Appendix 1 Introduction

Appendix 2 Organization Summary

Appendix 3 License Summary

Appendix 4 Transaction Summary

Appendix 5 License Agreements (Redacted S.31)
Appendix 6 MPSA

Appendix 7 Transaction Data (Redacted S.31)
Appendix 8 FAQ & Glossary

Appendix 9 Pivot Data

Please note that the MLS provided covers all DO customers and not just the
Northern Ireland Office.

A number of the licenses listed are historic/legacy. This is a snapshot on the day of
production, however we continuously add and remove licenses upon receipt of
requests from customers.

Applied Exemption Section 31— Law Enforcement.
Authorization/Agreement Numbers, License/Enroliment/Customer Numbers, and
Customer Purchase Order Numbers are exempt from release under Section 31(1)(a)

— the prevention and detection of crime.

As Section 31 is a qualified exemption, we have carried out a Public Interest Test as
part of the decision-making process. This has concluded that the balance of the



public interest has been found to fall in favour of withholding the information covered
by the section 31 exemption (see Annex B below for further information).



Annex B

PUBLIC INTEREST TEST

Request Ref: | DOF 2023-0440 [ |

Request summary:

Microsoft Licensing Agreement

Exemption Applied

Section 31 Law Enforcement — Section 31(1) (a)

Information details:

Disclosure

| Non-disclosure

Authorization/Agreement
Numbers, License /
Enroliment / Customer
Numbers, and Customer
Purchase Order Numbers

e There is a general public interest in the
disclosure of information;

e Openness in government may increase public
trust in and engagement with the government;
and

e There is a public interest in the public being
made aware of Microsoft tools being utilised
within government to ensure that information is
being processed effectively and efficiently with
all the necessary updated/current
software/licensed solutions available.

Providing this information will disclose reference numbers that
are used as internal identifiers to facilitate the management of
Microsoft products utilised within government. This information is
not in the public domain and is only used internally to facilitate
contractual requirements. The release of the information would
be of no benefit to the general public.

Government has a duty to maintain the integrity of software
utilised and the information it holds, in accordance with legislation
and Departmental policy. Providing these internal identifiers is
likely to increase the chances of an attack by criminals in
unlawfully accessing information that could possibly lead to the
misuse of public information for fraudulent purposes, which would
have potentially serious repercussions.

Revealing details of these references/identifiers could also
provide criminals with details that could potentially lead to a risk
of government Microsoft accounts being accessed via the
hacking of the online licensed software and also facilitate
phishing expeditions regarding specific contractual arrangements
in place, via written correspondence or verbal communication.

If criminals were successful in using these references/identifiers
to unlawfully access information this could result in not only the
misuse of business and commercially sensitive data but could




also increase the likelihood of business interference and the
disruption of government services to the public. It could also
result in a loss of confidence in Government and the services it
provides and result in increased government expenditure, due to
the cost of implementing system fixes etc.

PUBLIC INTEREST DECISION: We are satisfied there is a fundamental need and requirement to protect the security of government information, and
the public interest in maintaining the exemption outweighs that of releasing the information.
Signed: Colin Daysh Date: December 2023




	Yours sincerely



