
Annex A 
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Request 
 

1. How many malicious emails have been successfully blocked/detected in each 
of the last 3 years (23/24, 22/23, 21/22)  
 

2. If possible, please provide a breakdown of figures by type , e.g. spam, 
malware, phishing, and ransomware.  

 
3. The number of incidents that have arisen from malicious emails being 

opened? Please provide details of each.  
 

4. Total number of users/accounts within the service.     
 
 
Response 
 
The information which you are requesting in questions 1, 2 & 4 is exempt from 
release under s.31(1)(a) of the Freedom of Information Act 2000, which relates to 
‘the prevention and detection of crime’. 
 
As Section 31 is a qualified exemption, we have carried out a Public Interest Test as 
part of the decision-making process. This has concluded that the balance of the 
public interest has been found to fall in favour of withholding the information covered 
by the section 31 exemption (see Annex B for further information). 
 
In relation to question 3, the Department of Finance can neither confirm nor deny 
(NCND) that it holds the information you requested, as the duty in s.1(1)(a) of the 
Freedom of Information Act 2000 does not apply, by virtue of s.31(3) (Law 
Enforcement) of that Act. However, this should not be taken as conclusive evidence 
that the information you requested exists or does not exist. 
 
As Section 31 is a qualified exemption, we have carried out a Public Interest Test as 
part of the decision-making process. This has concluded that the balance of the 
public interest has been found to fall in favour of confirming a NCND response for 
information covered by the section 31(3) exemption (see Annex C for further 
information)



Annex B 
PUBLIC INTEREST TEST   
Request Ref: DOF 2024-0167     
Request summary: Malicious emails 

Exemption Applied Section 31(1)(a) - Prevention & Detection of Crime 

Information details:   Disclosure Non-disclosure 
1.How many malicious 
emails have been 
successfully 
blocked/detected in each 
of the last 3 years (23/24, 
22/23, 21/22).  
 
2. If possible, please 
provide a breakdown of 
figures by type , e.g. 
spam, malware, phishing, 
and ransomware.  
 
4.Total number of 
users/accounts within the 
service. 

• There is a general public interest in the disclosure of 
information; 
 

• Openness in government may increase public trust in 
and engagement with the government; and 

 
• The general public need to know that effective 

arrangements are in place to protect information, 
particularly in light of the amount spent by the public 
sector on cyber security. 

 
   

 
 

 

With emerging technologies such as AI expected to heighten the global 
ransomware threat, it is more important than ever to take steps to 
prevent cyber criminals from getting hold of our data, and devices. This 
also means that we need to continually assess and review the type and 
nature of information that is placed within the public domain. 
 
Releasing this information discloses how effective our security systems 
are, which could facilitate the possibility of crime, or hinder its detection. 
This risk would not be in the public interest. 
 
Government has a duty to maintain the integrity of personal and 
sensitive personal information, in accordance with Legislation such as 
the Data Protection Act, so increasing the chances of an attack would 
have potentially serious repercussions.  
 
Revealing information which could give cyber criminals an insight into 
specific vulnerabilities of systems may lead to inappropriate access or 
destruction. This could result in not only the misuse of business, 
personal and sensitive data, but could also increase the likelihood of 
business interference and the disruption of government services to the 
public. It could also result in a loss of confidence in Government and the 
services it provides.  
 
Attacks on our systems could also result in increased government 
expenditure, due to the cost of implementing system fixes and dealing 
with compensation claims etc. 
 
Following previous disclosures the department saw an increase in the 
number of cyber related incidents and by releasing this information 



cyber criminals could see it a challenge to increase their attacks and 
expose weaknesses. 

PUBLIC INTEREST DECISION:. We are satisfied that there is a fundamental need and requirement to protect the security of government systems, and the public 
interest in maintaining the exemption outweighs that of releasing the information. 
Signed: Colin Daysh                                Date: 26 April 2024 



Annex C 
PUBLIC INTEREST TEST   
Request Ref: DOF 2024-0167     
Request summary: Malicious emails 

Exemption Applied Section 31 Law Enforcement – Section 31(3) - Neither Confirms nor Denies 

Information details:   Disclosure Non-disclosure 
3. The number of 
incidents that have arisen 
from malicious emails 
being opened? Please 
provide details of each.   
 

• There is a general public interest in the disclosure of 
information; 
 

• Openness in government may increase public trust in 
and engagement with the government; and 

 
• The general public need to know that effective 

arrangements are in place to protect information, 
particularly in light of the amount spent by the public 
sector on cyber security. 

 
   

 
 

 

With emerging technologies such as AI expected to heighten the global 
ransomware threat, it is more important than ever to take steps to 
prevent cyber criminals from getting hold of our data, and devices. 
 
Confirming whether or not we hold this information discloses how 
effective our security systems are, which could facilitate the possibility 
of crime, or hinder its detection. This risk would not be in the public 
interest. 
 
Government has a duty to maintain the integrity of personal and 
sensitive personal information, in accordance with Legislation such as 
the Data Protection Act, so increasing the chances of an attack would 
have potentially serious repercussions.  
 
Revealing information which could give cyber criminals an insight into 
specific vulnerabilities of systems may lead to inappropriate access or 
destruction. This could result in not only the misuse of business, 
personal and sensitive data, but could also increase the likelihood of 
business interference and the disruption of government services to the 
public. It could also result in a loss of confidence in Government and the 
services it provides.  
 
A cyber attack could also result in increased government expenditure, 
due to the cost of implementing system fixes and dealing with 
compensation claims etc. 

PUBLIC INTEREST DECISION:. We are satisfied there is a fundamental need and requirement to protect the security of government systems, and the public 
interest in maintaining the exemption outweighs that of confirming or denying whether the information is held.  
Signed: Colin Daysh                                Date: 26 April 2024 

 


	Yours sincerely,



