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1.

INntroduction

1.1

1.2

1.3

The introduction of Closed Circuit Television (CCTV) systems across the
Northern Ireland Civil Service (NICS) estate was primarily in the form of

static or Pan-Tilt-Zoom (PTZ) cameras attached to buildings on programmed
‘sweeps’. Technological developments have seen the introduction of much
more sophisticated systems using digital and increasingly portable technology
which can now be used to identify people and keep detailed records of
people’s activities.

This policy provides advice for those involved in operating CCTV and other
surveillance camera devices that view or record individuals. It sets out the
appropriate actions and procedures, which must be followed to comply with
the Data Protection Act 1998 in respect of the use of CCTV surveillance
systems. Participating departments are listed at Appendix 1.

The Departmental Security Officer (DSO) must be consulted where business
units are considering the installation of CCTV. The DSO will in turn consult
with The Executive Office’s Security Advisory Unit (SAU) and the Department
of Finance’s (DoF) Estate Management Unit to ensure specifications for
operational and legal requirements in all light and weather conditions have
been considered. The CCTV Operating Manual 2009 provides clear guidance
to help departments determine their initial operational requirements. A
summary of the operational requirements and specifications for CCTV can be
found at Appendix 2.



https://www.gov.uk/government/uploads/system/uploads/attachment_data/file/378443/28_09_CCTV_OR_Manual2835.pdf

L egal Requirements

2.1

2.2

2.3

The Data Protection Act (DPA) 1998 came into force on 1 March 2000 meaning
that for the first time legally enforceable standards apply to the collection and
processing of images relating to individuals. The Information Commissioner’s
Office (ICO) developed a Code of Practice in 2000 to explain the legal
requirements operators of surveillance cameras were required to meet under
the Act and promote best practice. The original code was updated in 2008 and
again in 2014.

The ICO CCTV Code of Practice (2014) has taken into consideration additional
legal, practical and technological developments and has been designed to
complement the Surveillance Camera Code published under the Protection of
Freedoms Act (POFA) 2012 [excludes Northern Ireland] which contains good
practice advice.

The above guidance also covers the use of camera related surveillance
equipment including Body Worn Video (BWV) and other systems that capture
information of identifiable individuals or information relating to individuals.

Scope

3.1

This policy will cover all CCTV systems used by the participating departments
(Appendix 1 refers). The participating departmental DSOs will maintain a list of
all premises where CCTV is in operation and ensure that these systems meet the
requirements of this policy.


http://ico.org.uk/for_organisations/data_protection/topic_guides/~/media/documents/library/Data_Protection/Detailed_specialist_guides/cctv-code-of-practice.pdf
https://www.gov.uk/government/publications/surveillance-camera-code-of-practice

Definitions

4.1

Prior to considering compliance with the principles
of the DPA, a user of CCTV or similar surveillance
equipment, will need to determine two issues:

(i) The type of personal data being processed, i.e.
is there any personal data which falls within the
definition of sensitive personal data as defined by
Section 2 of the DPA, namely:

+ gender;

+ ethnic origin or race;

+ political opinion;

+ religious beliefs;

+ Trade Union membership;

+ health — mental or physical;

« sexual life;

+ commission of any offence (or alleged);

« any court proceedings or findings;

4.2

(i) The purpose(s) for which both personal and
sensitive personal data is being processed.
The data must be:

+ fairly and lawfully processed;

+ processed for limited purposes and not in any
manner incompatible with those purposes;

+ adequate, relevant and not excessive;
* accurate;
+ not kept for longer than is necessary;

« processed in accordance with individual’s
rights, and

* Secure.

The Information Commissioner will take into
account the extent to which users of CCTV or
similar surveillance equipment have complied

with the ICO Code of Practice when determining
whether they have met their legal obligations when
exercising their powers of enforcement.
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Policy Application

5.1

5.1.1

5.1.2

5.1.3

Initial assessment procedures

CCTV systems can be intrusive as they are capable of observing members
of the public as they go about their day-to-day activities. As a result the
participating departments should carefully consider:

« whether or not to use CCTV or similar surveillance equipment;

+ whether it would be a justified and an effective solution;

+ whether better solutions exist;

+ what effect its use may have on individuals, and

« whether in the light of this, its use is a proportionate response to the problem.
If a department makes use of BWV cameras (with or without audio) it is
important that the department can justify its use and should consider whether
or not it is proportionate, necessary and addresses the need. A privacy impact
assessment must be undertaken before approval is given. Clear signage should

be displayed where possible (e.g. on an individual’s uniform) to show that
recording is taking place and whether the recording includes audio.

A privacy impact assessment should be conducted for all new CCTV installations.
The ICO has produced a Conducting Privacy Impact Assessments Code of
Practice that explains how to carry out a proper assessment.



https://ico.org.uk/media/for-organisations/documents/1595/pia-code-of-practice.pdf

5.1.4

5.1.5

5.1.6

Each Permanent Secretary has the legal
responsibility for the participating department’s
CCTV systems however Office Managers (normally
delegated to Premises Officers) have responsibility
for the day-to-day compliance with the
requirements of the CCTV Code of Practice. The
Premises Officer will ensure that relevant staff are
trained in the use of the system and equipment.

CCTV systems currently operate in a number of
departmental premises. CCTV may also operate in
shared or leased buildings for which departments do
not have premises responsibility. Some departments
may use CCTV for monitoring purposes only with no
information recorded.

The purpose of the CCTV surveillance system is for:

(i) the interest of staff and public health and safety;

(i) the protection of departmental property
and assets;

(iii) the prevention or detection of crime or disorder,
and

(i) the apprehension and prosecution of offenders
(including use of images as evidence in criminal
proceedings).

5.2

5.2.1

5.2.2

5.2.3

Siting of cameras

It is essential that the location of the equipment is
carefully considered as the way in which images are
captured will need to comply with the DPA.

All cameras are located in prominent positions
within staff and public view. The majority of CCTV
surveillance is automatically recorded and any
breach of the ICO CCTV Code of Practice can be
detected via controlled access to and auditing of
the system.

Signs should be erected on all entrance points

to departmental premises and throughout the
premises to ensure staff and visitors are aware they
are entering an area that is covered by surveillance
equipment. The signs should be clearly visible and
readable and must include details on the purpose,
organisation and contact details.


http://ico.org.uk/for_organisations/data_protection/topic_guides/~/media/documents/library/Data_Protection/Detailed_specialist_guides/cctv-code-of-practice.pdf
http://ico.org.uk/for_organisations/data_protection/topic_guides/~/media/documents/library/Data_Protection/Detailed_specialist_guides/cctv-code-of-practice.pdf

5.3

5.3.1

5.3.2

Quality of the Images

It is important that the images produced by the
equipment are as clear as possible in order that they
are effective for the purpose(s) for which they are
intended (e.g. monitor, detect, deter, recognition and
identification). Staff responsible must also ensure
that the CCTV system has the correct date and time
display for evidential purposes.

All camera installations and service contracts should
be undertaken by NACOSS approved security
companies. Upon installation all equipment is tested
to ensure that only the designated areas are monitored
and high quality pictures are available in live and play
back mode. The scheduling of maintenance of CCTV
equipment and associated costs will be met by each
department. A template CCTV log book is attached at
Appendix 3.

5.4

5.4.1

5.4.2

5.4.3

5.4.4

Processing the images

Images which are no longer required should not be
retained for longer than is necessary. While images are
retained, it is essential that their integrity be maintained,
whether it is to ensure their evidential value or to protect
the rights of people whose images may have been
recorded. It is therefore important that access to and
security of the images is controlled in accordance with
the requirements of the DPA.

Images recorded digitally are stored securely within
the system’s hard drive for up to 31 days after which
they are automatically erased.

Where the images are required for evidential purposes
in legal or disciplinary proceedings, a disc recording
will be made and placed in a sealed envelope signed
and dated by the Premises Officer. Depending on

the location the recording will either be held by the
Assistant Departmental Security Officer (ADSQO) or
Premises Officer until completion of the investigation.
Viewing of images within the CCTV room is controlled
by the Premises Officer or ADSO. Only persons trained
in the use of the equipment and authorised by the
ADSO can access data.

Images recorded on older technology, eg VCR, should
be managed and provided as per paragraphs 5.4.2
and 5.4.3.



5.5

5.5.1

5.5.2

Access to and disclosure of 5.6
images to third parties

5.6.1
It is important that access to,
and disclosure of, the images
recorded by CCTV is restricted
and carefully controlled. This
will ensure that the rights
of individuals are preserved,
but also to ensure that the
continuity of evidence remains
intact should the images
be required for evidential
purposes in a police enquiry.

5.6.2

Access to images that are
displayed and recorded on
CCTV systems is restricted
to the appropriate trained
staff and third parties, i.e.
police. Copies of recorded
images should not be made
without the prior approval

of the ADSO and the
completion of the appropriate
view/ release forms. Police
officers obtaining a copy of
the recorded images from
any office will be required to
provide a signed receipt which
should be retained.

Subject access requests

Section 7 of the DPA 1998 gives any individual the right to request access

to CCTV images where those images contain that individual’s personal

data. Individuals who request access must be issued an access request
form (Appendix 4). Upon receipt of the completed form, the ADSO and the
Departmental Information Manager (DIM) will determine whether disclosure
is appropriate and whether there is a duty of care to protect the images of
any third parties. It is appreciated that some departments will require to have
local arrangements in place for practical reasons. If the duty of care cannot
be discharged then the request may be refused.

A written response will be made to the individual, giving the decision

(and if the request has been refused, giving reasons where appropriate)
within 40 days of receipt of the enquiry. (Note: information should be
provided promptly as information may be routinely deleted after 31
days). If disclosure is appropriate a payment in advance may be required
as *pixilation will have cost implications. Detailed guidance on this and
matters such as when to withhold images of third parties caught in images
is included in the ICO CCTV Code of Practice.

NB: The pixilation of images on CCTV footage is available through post-
production TV companies, eg http://streetmonkey.tv/what-we-do/. Each
job is priced individually based on the length and area of image to be
concealed. Procurement rules apply.



http://ico.org.uk/for_organisations/data_protection/topic_guides/~/media/documents/library/Data_Protection/Detailed_specialist_guides/cctv-code-of-practice.pdf

Responsibilities

8.

10

Documentation

6.1

The Senior Information Responsible Officer
(SIR0O)/DSO has corporate responsibility for the
implementation of this policy and monitoring its
effectiveness and ensuring the ICO CCTV Code of
Practice is adhered to.

Enforcement

8.1

Copies of all documentation and records relating
to the CCTV system will be held on TRIM by the
appropriate Premises Officer with appropriate
access controls in place. Access should include
the ADSO.

Review

7.1

The Information Commissioner has the power to issue
Enforcement Notices where he/she considers that
there has been a breach of one or more of the Data
Protection Principles. An Enforcement Notice would
set out the remedial action that the Commissioner
requires of the department to ensure future
compliance with the requirements of the Act.

9.1

10.

This policy will be reviewed every three years, or
earlier in the light of changes to legislation and/
or the restructuring of departments.

Contact

10.1

Please contact your ADSO if you have any queries
regarding this policy or CCTV systems in general.


http://ico.org.uk/for_organisations/data_protection/topic_guides/~/media/documents/library/Data_Protection/Detailed_specialist_guides/cctv-code-of-practice.pdf
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APPENDIX 2

Level 1 — Operational Reguirement Checklist

5.

Define the threat or vulnerability (Level 1).
Security threat — staff/ public safety issue or other reason.
Create a site plan/ drawing to specify issues.

Consider at this point if CCTV is the most appropriate response
to these concerns or if there are alternative options.

Define specific CCTV issues (Level 2).

Further define the areas of concern.
Understand operational issues and responses.
Decide on system requirements.

Identify/ recognise managerial implications.

Technical Specification (Level 3).

Detail CCTV system specification (eg image detail,
field of view, system storage capacity etc.).

System commissioning and validation (Level 4).

Check image quality is fit for purpose in all necessary conditions
(eg 24/7 in all light, weather etc. conditions as necessary).
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APPENDIX 2

Success Criteria
After detecting an activity, what is a
successful outcome?

+ Prevention of theft or damage.
+ ldentification of intruder.
+ Improvement of traffic flow.
+ Deterring an activity.
Success will be determined by a
combination of how effectively the

system performs and how well it meets
the operational requirements.

How often will the user expect a
successful outcome?

+ All of the time.

+  On most occasions.

+  Always during the day, but only

occasionally after hours.

Does the user have the resources to
deliver the outcome required?

19

Determine the most effective solution

Once the problem areas and potential threats have been marked on the site plan,
then an assessment can be made of the most effective solutions. CCTV is likely to
be only one of a range of possible options and should be considered in the context
of a wider security/ safety audit, alongside other measures such as:

+ Lighting.

+ Physical protection (eg fences,
barriers, etc).

+  Proximity Alarms (eg External - PIDS, Internal - IDS, etc.

+ Improved site design/ threat removal.
There are, however, several scenarios where a correctly designed CCTV system
may be of benefit. These usually fall into one of three broad categories:

« Safety/ security.

+ Deterrence.

* Incident investigation.
Of theseg, it is often the requirement for post event/ incident investigation that is
not given adequate consideration at the stage the CCTV system is designed and
specified. It may only become apparent after an incident that the images are of poor

quality or not fit for purpose. The system manager also needs to ensure there are
adequate facilities for replaying, storing and transferring of images to portable media.

Once it has been decided to install CCTV a full operational requirement should be
developed as illustrated in Level 2 process (above).



APPENDIX 3 20

CCTV Log Book

1.0 Requests to view or copy personal images
2.0 Maintenance

3.0 Training

4.0 Notes



















APPENDIX 3 26

Trained By Training Staff Signature
Complete

< NICS CCTV POLICY | MAY 2016 >



APPENDIX 4

4.0 Notes

NICS CCTV POLICY | MAY 2016
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APPENDIX 4 28

Data Protection Act 1998

Request to view or copy personal information recorded on CCTV cameras

Name of the person making the request:
Organisation: (if applicable)

Address:

Telephone Number:

Details of images to be viewed/ copied

Date and time range:

Outcome of Request (Premises Officer/ ADSO to complete)
Name of Approver: (print)

Signature:

Date of Decision:

Outcome:

Reason if Denied:

To be completed if images are copied

Ref No: Issued by:

Issued to: Date Issued:
| acknowledge the receipt of the above disc

Signed: Date:

<
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